Abstract
that exist between US law and international law in this area of non-military responses to terrorism.
Inter-state Economic Sanctions
One obvious means for combating terrorism has been to impose economic sanctions on states that commit or sponsor terrorist acts. Those sanctions may take the form of blocking (or 'freezing') the assets of such states, prohibiting financial transactions by persons with such states, trade embargoes, and other economic restrictions. In the United States, various statutory authorities contemplate imposition of economic sanctions of this type. 1 Thus, under US export control laws, the US Secretary of State has designated certain countries as 'terrorist countries', which allows US authorities to block the assets of those countries located within the United States or under US control. 2 The countries currently designated as sponsors of terrorism are Cuba, Iran, Iraq, Libya, North Korea, Sudan and Syria. 3 Under US criminal law, 4 US persons may not engage in financial transactions with the governments of countries designated as terrorist states, except as provided in regulations issued by the Secretary of the Treasury in consultation with the Secretary of State. 5 US presidents may also use these statutes to target governments not recognized by the United States. For example, as a part of the pre-September 2001 US campaign against the Saudi-born terrorist Osama bin Laden (for the terrorist bombings of two US embassies in East Africa), President Clinton issued an executive order in July 1999 barring the import of products from Taliban-controlled Afghanistan, prohibiting US companies from selling goods and services to the Taliban, and freezing all Taliban assets in the United States. 6 In a message to Congress, President Clinton indicated that these economic sanctions were intended to pressure the Taliban to surrender bin Laden to US custody. 7 International law does not prevent a state from severing economic relations with 8 Many treaties regulating economic affairs allow a state to undertake measures necessary to protect its essential security interests even if such measures would otherwise be inconsistent with the treaty. See, e.g., General Agreement on Tariffs and Trade, 30 Oct. 1947, Art. XXI, T.I.A.S. 1700, 55 U.N.T. S. 194 (providing that '[n]othing in this Agreement shall be construed . . . to prevent any contracting party from taking any action which it considers necessary for the protection of essential security interests . . . taken in time of war or other emergency in international relations . . .'). A form of sanction against states that arguably transgresses international law jurisdictional principles is the US legislation imposing penalties on companies and persons of third states that 'traffick' in property seized by the state from US nationals, such as under the 'Helms-Burton' law directed against Cuba. For competing views on the permissibility of such laws, see Lowenfeld, 'Agora: The Cuban Liberty and Democratic Solidarity (Libertad) Act ', 90 AJIL (1996) another state, absent a treaty obligation to the contrary. 8 International law is, however, concerned with the allocation among states of jurisdictional competence, such that states normally may not seek to regulate entities with which they have no territorial or juridical relationship.
9 US economic sanctions against terrorist states generally fall within the realm of an acceptable exercise of US jurisdiction, since they are typically tailored to persons or assets either within the United States or under the control of persons with whom the United States has a juridical relationship (i.e., a US corporation operating abroad). 10 Nevertheless, US policy clearly recognizes that, as a general matter, multilateral sanctions are far more effective than unilateral sanctions. Thus, it is no surprise that the United States, backed by Russia, introduced a resolution in 1999 before the UN Security Council seeking UN sanctions against the Taliban. Having previously demanded that 'the Taliban stop providing sanctuary and training for international terrorists', the Security Council in October 1999 unanimously adopted Resolution 1267 stating that the Taliban's failure to respond to that demand constituted a threat to the peace, and demanding the transfer of bin Laden to a 'country where he has been indicted, or to appropriate authorities in a country where he will be returned to such a country'. 11 The Security Council further adopted sanctions that took effect in November 1999 requiring states to deny permission for any Taliban aircraft to take off or land in any of their territories, and to freeze funds and financial resources owned or controlled by the Taliban. 12 In December 2000, the Security Council adopted a resolution co-sponsored by Russia and the United States that imposed a comprehensive arms embargo on Afghanistan (except for non-lethal military equipment intended solely for humanitarian or protective uses), and that tightened financial, diplomatic and travel sanctions on Taliban leaders.
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Of course, these sanctions did not preclude the Taliban from continuing to 
Economic Sanctions against Terrorist Organizations
Economic measures directed against terrorists and terrorist organizations focus both on tracking and seizing their assets and on the financing of such organizations. In the United States, there are two sanctions programmes with a global reach targeting terrorists and terrorist organizations. 17 First, the US Antiterrorism and Effective Death Penalty Act of 1996 (AEDPA) sought 'to provide the Federal Government the fullest possible basis, consistent with the Constitution, to prevent persons within the United States, or subject to the jurisdiction of the United States, from providing material support or resources to foreign organizations that engage in terrorist activities'. 18 The AEDPA therefore authorized the Secretary of State to designate an organization as a 'foreign terrorist organization' (FTO), meaning that it is a non-US organization that engages in terrorist activity that threatens US nationals or national security. 19 To engage in terrorist activity is, under the act, to commit 'in an individual capacity or as a member of an organization, an act of terrorist activity or an act which the actor knows, or reasonably should know, affords material support to any individual, organization, or government in conducting a terrorist activity at any time'. 20 Terrorist activity includes such acts as hijacking, kidnapping, assassination, and the use of any explosive or firearm, 'with the intent to endanger, directly or indirectly, the safety of one or more individuals or to cause substantial damage to property'. Threats, attempts and conspiracies to commit the above acts also come within the definition. 21 The AEDPA requires the Secretary of State to notify the Congress of the designations and to publish them in the Federal Register, without first notifying the organization. No more than 30 days following publication of the designation, an organization may challenge (2000) . The breadth of this criminal sanction -which makes it a crime to provide anything of value to an FTO, even in theory a book on non-violence -is such that the Bush Administration is using the statute aggressively against persons alleged to be parts of Al Qaeda its designation before the District of Columbia Court of Appeals. The Court's review is based solely upon the administrative record, except that the government may submit, for ex parte and in camera review, classified information used in making the designation. 22 Otherwise, the statute prevents the release of any classified information used as the basis for the Secretary's designation.
Once an FTO has been designated, a number of consequences follow. Its members who are not US citizens will not be admitted to the United States. All assets of the FTO located in the United States may be frozen at the discretion of the Secretary of the Treasury. All persons who knowingly provide material support or resources to the FTO (other than medical or religious supplies) may be fined or imprisoned for up to 15 years. 23 Further, a 'financial institution' that becomes aware that it controls funds of an FTO (or an FTO's agent) must freeze the funds and alert the US Government, or face substantial fines.
On 2 October 1997, Secretary of State Albright made the first designations under this provision of the AEDPA, along with listings of each organization's alter egos or aliases. 24 Since the Secretary's designations lapse after two years, new designations occur regularly. 25 For example, in 1999, Osama bin Laden's group Al Qaeda was first designated as a foreign terrorist organization, thus triggering the various measures described above. FTOs have challenged the constitutionality of the AEDPA, but with mixed success.
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The second US sanctions programme concerns 'specially designated global terrorists'. This programme emerged in the aftermath of the September 2001 attacks, when President Bush issued Executive Order 13,224 so as to expand the US Treasury Department's power to target financial support for such terrorist organizations worldwide.
27 Under this programme, there is authority to block the assets of not just financial institutions but all US persons holding funds of a designated terrorist, as well See supra notes 10, 11, and 13. as block the assets of US persons 'associated with' designated terrorists. Thus, the executive order froze the assets of 27 persons (including bin Laden) and groups, and blocked the US transactions of those persons and of others who support them. Further, the executive order increased the ability of the Treasury Department to block US assets of, and to deny access to US markets by, foreign banks that refused to cooperate with US authorities in identifying and freezing terrorist assets abroad. Using such authority, in early 2002, the United States launched a round of domestic raids and international banking actions to shut down two financial networks that were allegedly funding Al Qaeda.
28 Within a year of the September 11 attacks, some US$ 112 million of suspected terrorist assets in domestic and foreign banks had been frozen. 29 One controversial aspect of this programme is that the United States has frozen the assets of major charitable groups in the United States that provide humanitarian aid to Muslims worldwide. Thus, in October 2002, the Treasury Department designated an Illinois-based Muslim charity, Global Relief Foundation, as a terrorist organization largely because it had received some funding from a senior Al Qaeda financier and because its co-founder had worked for a group created by Osama bin Laden in the 1980s.
30 While such acts have been challenged, US courts have generally found in favour of the Treasury Department.
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Both programmes target persons within the United States or subject to US jurisdiction, and in that regard fall squarely within international law on jurisdictional competence. In blocking the assets of (and denying access to US markets to) foreign banks that refuse to cooperate with US authorities, the second programme perhaps 'pushes the margin' of permissible action under international law, and might best be justified on grounds of the 'protective principle'. 32 In recognition of this, the executive order associated with the second programme does what no prior executive order did; it references the recent Security Council resolutions imposing sanctions on Afghanistan, 33 as well as US law calling upon the President to implement those sanctions.
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In its efforts to seize terrorist assets, 38 When a state believes that a person or entity should be included on the UN sanctions list (which the United States does when a new person or entity is listed pursuant to Executive Order 13,224), the names are forwarded to the UN sanctions committee. Unless one of the members of the committee objects within 48 hours, the names are placed on the UN list. As of November 2002, more than 300 persons and entities had been listed. 39 While there has been some criticism of the process of listing persons and entities without their having any opportunity to challenge the listing (except through their own government), the work of this UN sanctions committee is similar to that of nearly a dozen other sanctions committees established by the Security Council over the course of the past decade, which have targeted various persons, entities and governments as a means of promoting peace and security.
A separate ad hoc committee of the Security Council established by Resolution 1373 (which comprises all Council members and meets in closed session) receives and reviews reports from states on the steps they have undertaken to criminalize terrorist financing and to adopt regulatory regimes intended to detect, deter and freeze terrorist funds. 40 In essence, this committee is charged with determining whether states have appropriate legislative and executive measures in place (or contemplated) that give effect to Resolution 1373 and associated resolutions.
In addition, in the aftermath of the September 2001 attacks, the United States ratified the Convention adopted by the General Assembly in December 1999 on the suppression of financing for terrorism. 41 The -an obligation on states parties to criminalize the financing of terrorist groups. Further, it establishes an international legal framework for cooperation among states parties to prevent such financing and to prosecute and punish offenders. In engaging in such multilateral cooperation, however, the United States has been forced to confront objections by foreign states that it is overreaching. Thus, the United States has had to agree within the UN framework of sanctions to ease or eliminate certain restrictions on suspected associates of the Taliban or Al Qaeda network based on pressure from other states.
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Criminal Litigation
Traditionally, a central feature of the US campaign against terrorism has been the investigation, apprehension and prosecution of alleged terrorists in US courts. At every step in this process, international law has had a major or minor role. With respect to the investigation and apprehension of alleged terrorists, in the aftermath of September 2001, the United States sought to enhance its law enforcement capabilities by means of the USA PATRIOT Act. 43 The new law contained various components, including the lifting of prior restrictions on sharing of information between intelligence and criminal justice officials, and the greater use of searches and wiretaps in the United States for foreign intelligence surveillance purposes. 44 Provisions in Title III designed to prevent money laundering are ostensibly not extraterritorial in that they are directed against US financial institutions, requiring them to establish and implement anti-money laundering programmes. However, the provisions require US financial institutions to deny access or participation to foreign institutions, unless the latter comply with stringent disclosure requirements. Given the United States unique status as a magnet for foreign capital, these provisions thus have the potential for establishing the United States as the unofficial regulatory agency for the global financial system. While the USA PATRIOT Act was (and still is) intensely debated in the United States, the final product in some respects is far more restrained than statutes passed in Europe after September 11. Further, as a means of bringing known terrorists into custody, the Bush Administration has taken other measures on its own authority. In October 2001, President Bush announced the creation of a 'most wanted' list of 22 suspected terrorists, including bin Laden. A reward of up to US$5 million (later increased to US$25 million) was offered for information leading to the capture of anyone on the list. 46 In November 2002, the US Justice Department announced a plan to require thousands of adult students, workers and other men principally from five Muslim countries, who are temporarily residing in the United States (i.e., non-immigrants), to be fingerprinted and photographed. While the programme targets aliens from Iran, Iraq, Libya, Sudan and Syria, it also covers aliens from other countries that the Justice Department deems warrant extra scrutiny when they visit the United States. 47 Yet US policy-makers are well aware that the investigation and apprehension of alleged terrorists can only be pursued effectively through cooperation with other states. For that reason, US law requires that the US Department of State annually transmit to the Congress a report providing not just detailed assessments of foreign countries where significant terrorist acts occurred or which have repeatedly provided state support for international terrorism, but also information on which countries cooperate with the United States in apprehending, convicting, and punishing terrorists responsible for attacking US citizens and or interests. 48 This transnational cooperation is coordinated principally through three sets of treaties: treaties addressing specific terrorist acts; extradition treaties; and mutual legal assistance treaties (MLATs).
The United States is a party to several of the anti-terrorist conventions that require states to make it an offence to engage in acts such as hijacking of aircraft, 49 The United States has also concluded dozens of extradition treaties and MLATs with other states worldwide. Extradition treaties provide for the transfer of international fugitives from one state to another, while MLATs (a programme that has developed since the 1970s) provide a formal framework between two or more states for cooperation in investigating and prosecuting crime, including crimes of terrorism. Whereas under a system of letters rogatory, a requested state need not provide assistance, under the MLAT a requested state is obligated to provide assistance except in limited circumstances. Further, MLATs are an effective means of circumventing bank secrecy laws and business confidentiality laws that impede investigations into terrorist activities, and in some instances contain provisions for the tracing, seizure and forfeiture of assets. several groups or 'cells' of persons in the United States that had ties to Al Qaeda. Since these persons had entered the country legally and had not engaged in any illegal activities, most were kept under surveillance but not arrested. When, after the September 2001 attacks, the FBI intercepted telephone calls in which these same persons were overheard celebrating the attacks, the FBI arrested them as material witnesses to a crime. 62 The FBI arrested other persons who were engaged in highly suspicious activities and also, as a preventive strategy against future terrorist operations, hundreds of others on assorted other grounds, mostly immigration law violations. Ultimately, more than 1,200 people were detained. 63 In November 2001, the Justice Department announced that it had charged 104 individuals with federal criminal offences (55 of those individuals were in custody), while another 548 individuals under investigation were in the custody of the Immigration and Naturalization Service (INS) on immigration charges.
64 By November 2002, at least 44 persons reportedly had been detained as 'material witnesses', with most held under maximum security conditions, for periods of time ranging from days to months, but with virtually none charged with any crime nor brought before a grand jury. 65 The treatment of these individuals has been the subject of extensive actions in US courts turning largely on US constitutional and statutory law. 66 While international law has been raised in these proceedings, as of late 2002 it has not been dispositive in any of them. 67 Indeed, human rights organizations within the United States have challenged without success various aspects of these detentions by reference to US There has been some speculation in the United States that, if US authorities are precluded by law from torturing detained persons so as to obtain information, such persons should instead be extradited to other countries for that purpose. Here, international law plays a role. Extradition from the United States is governed by federal statute, 69 which confers jurisdiction on 'any justice or judge of the United States' or any authorized magistrate to conduct an extradition hearing under the relevant extradition treaty between the United States and the requesting foreign state. Pursuant to US obligations under the Torture Convention, 70 this extradition process must now take account of the US obligation in Article 3 that no state party 'shall expel, return ("refouler") or extradite a person to another State where there are substantial grounds for believing that he would be in danger of being subjected to torture.' 71 Once alleged terrorists are brought to trial in the United States, international law may play a role in defining the rights and obligations of the defendant. For example, after the East Africa Embassy bombings, the United States obtained custody of several persons suspected of involvement in the bombings. Prior to the commencement of their trial, four defendants filed various pre-trial motions challenging the extraterritorial application of the US statutes under which they were charged, forcing the district to consider whether international law permitted the exercise of US jurisdiction. The Court found that the exercise of US jurisdiction under the relevant statutes, even with respect to acts that harmed non-US nationals, was permissible under international law since it was in accordance with the 'protective principle'. 72 Separately, some defendants argued that international law completely barred the use of the death penalty by the United States. The Court found the argument without merits, since the United States is not a party to any treaty banning capital punishment, and 'the total abolishment of capital punishment has not risen to the level of customary international law'. 73 The Court also rejected the challenge that the application of the death penalty to the defendants would be arbitrary in violation of Article 6(1) of the International Covenant on Civil and Political Rights. According to the Court, the defendants simply failed to allege or prove that some inappropriate and arbitrary factor 'infected capital decision-making with respect to this particular prosecution '. 74 Further, one of the defendants, a Tanzanian national, argued that, when he was arrested in South Africa, he was allegedly denied the right to consular notification pursuant to Article 36 of the Vienna Convention on Consular Relations. 75 For the purposes of the motion, the District Court assumed that the Vienna Convention confers individual rights and that the defendant was denied his rights. 76 Regardless of these assumptions, the Court rejected the challenge, noting that the Second Circuit had repeatedly ruled that the provisions of the Vienna Convention are not fundamental rights. Since at best only a non-fundamental right of the defendant had been violated, the defendant had to show that he suffered prejudice before any judicial relief would be proper under the Vienna Convention. The Court found no such showing of prejudice; the defendant had not even attempted to explain how his prosecution would have been affected if he had been granted the right of consular notification upon his arrest. Even if some prejudice had occurred, the defendant had not provided any relevant authority to support his argument that dismissing the government's death penalty notice was the appropriate remedy for violation of the Vienna Convention. According to the Court: 'The treaty itself provides for no such relief. Significantly, all courts that have considered the issue have already found evidentiary suppression -a far less drastic remedy -to be outside proper judicial authority with respect to consular notification claims.' been detained outside US territory, principally at the US naval base at Guantánamo Bay, Cuba. The reason for detention outside the United States is that, under US law, enemy aliens detained by the United States in time of war 78 outside US territory have no right to seek review of their detention before US courts. 79 To date, efforts by those detained to obtain US court review have failed. 80 However, US citizens taken into custody have been brought to the United States, at which point they are either placed in the regular criminal justice system (e.g., John Walker Lindh) or held in military confinement (e.g., Yaser Esam Hamdi).
Second, many persons taken into custody have been classified by the United States as combatants, who may be held until the cessation of hostilities, are not entitled to access to counsel, and need not be charged with an offence. Persons falling into this category are all the several hundred persons picked up on the battlefield in Afghanistan (including Lindh and Hamdi), but also certain other individuals picked up elsewhere, such as Jose Padilla (who was seized at Chicago airport and placed in military confinement). Detainees held within the United States have access to federal habeas corpus review, but the Executive Branch has argued that US courts should decline to second-guess the President's determination that the detainee is a combatant for reasons of non-justiciability (i.e., the 'political question doctrine'). US courts have not regarded this issue as non-justiciable, but to date have been sympathetic to the President's determination. 81 Third, these combatants have been determined by President Bush to be unlawful combatants, who are not entitled to the status of prisoners of war under the Third Geneva Convention, nor entitled to combatant immunity in the event that they are prosecuted for acts undertaken as part of an armed conflict. 82 As noted above, detainees held outside the United States cannot challenge this determination in US courts. Concerns voiced by foreign governments and international institutions, such as the International Committee for the Red Cross, over the failure to regard these persons as prisoners of war appear to have influenced the Bush Administration in asserting that it would accord them most of the rights that would otherwise exist under the Third Geneva Convention. In February 2002, US-based human rights lawyers filed a petition with the Inter-American Commission on Human Rights challenging US treatment of the detainees. In March 2002, the Commission issued a decision on 'precautionary measures' requesting the United States 'to take the urgent measures necessary to have the legal status of the detainees at Guantanamo Bay determined by a competent tribunal'. 83 To date, however, the Bush Administration has not convened such a tribunal to assess the status of the detainees on a person-by-person basis.
Fourth, the Bush Administration has proposed using military tribunals in the event that charges are brought against such persons.
84 During the Second World War, the US Supreme Court upheld the use of such military tribunals for the prosecution and execution of Nazi saboteurs that had infiltrated the United States. 85 It should be noted, however, that presently European authorities have expressed reluctance to extradite persons to the United States if they were to be tried before such a military tribunal. 86 While the effect of the European attitude is unclear, the one individual who was formally indicted for conspiracy to commit the acts of September 2001 87 -a French national named Zacarias Moussaoui -is being prosecuted in US federal court and not before a military tribunal.
Civil Litigation
The AEDPA amended the Foreign Sovereign Immunities Act (FSIA) so as to permit civil suits for monetary damages against foreign states that cause personal injury or death 'by an act of torture, extrajudicial killing, aircraft sabotage, hostage taking, or the provision of material support or resources . . . for such an act'. 88 To come under the new provisions, the claimant or victim must have been a US national when the terrorist act occurred; the state must be one designated by the Secretary of State as a sponsor of terrorism; and the act must have occurred outside that state's territory.
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At the same time, Congress passed a civil liability statute 90 creating a cause of action against an agent of a foreign state that acts under the conditions specified in the new FSIA exception. This civil liability statute, known as the 'Flatow amendment', is, by its terms, more narrow than the terrorist-state exception to sovereign immunity; the Flatow amendment confers a right of action only against an 'official, employee, or agent of a foreign state', not against the foreign state itself. 91 The civil liability statute provides that the official, employee or agent shall be liable for 'money damages which may include economic damages, solatium, pain and suffering, and punitive damages'. 92 Since 1996, several judgments have been rendered by US courts based on this exception, 93 and various efforts have made by claimants to execute those judgments, with mixed success. 94 If the defendant is not a foreign government or its employees, other US statutes may permit civil redress for terrorist acts. Thus, US law also provides a civil cause of action, with treble damages, for those injured by an act of international terrorism against a terrorist group or person, or against those who 'aid and abet' such terrorists, such as through financing them. 95 For example, a US court recently upheld the ability of the parents of a victim murdered in Israel by the military wing of Hamas to sue certain organizations in the United States for funding Hamas. 96 Separately, the Alien Tort Claims Act 97 and the Torture Victim Protection Act 98 provide for civil causes of action in US courts for certain extraordinary torts such as torture and extrajudicial killing. Thus, using these statutes, families of 600 victims of the September 11 attacks have sued Saudi Arabian banks and charities (as well as members of the royal family) accusing them of financially sponsoring the Al Qaeda network.
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Conclusion
The scope of US action against terrorism clearly extends well beyond use of military force and just as clearly contains elements of multilateralism, since the assistance of other states is indispensable in achieving US objectives. Where multilateralism features, so too does international law and international institutions. The degree to which such law constrains US behaviour is difficult to assess, and appears to ebb and flow depending on the issue. Yet US policy-makers and courts speak in terms of, and consider arguments based upon, what is permissible and what is required by international law. As such, it appears that their actions in the non-military 'war' against terrorism are being tempered in part by the contemporary expectations of the global community as embodied in international legal norms.
